
SECURITY ANALYSIS 
When impression is not enough  

                                              and knowledge of the reality is essential... 

 

Security analysis breaks down an analyzed object to its basic 

elements and focuses on assessment of their internal vulnerabili-

ties, external threats and implemented countermeasures of the 

analyzed object in selected areas of information security: informa-

tion systems and communications, physical, personnel, administra-

tive and organizational.   

Main objectives cover the identification of existing vulnerabilities 

and potential threats affecting analyzed object, risk assessment 

and possible impacts to analyzed object and related infrastructure 

or an organization as well as recommendations of countermea-

sures for risk reduction to an acceptable level.   

Objects of security analysis could include computer systems or 

ICT infrastructure, data assets, services, applications, processes 

as well as organization's Information System as a whole. 

“We offer various types of security 

analysis of the Information Systems 

and technologies according to the 

customer’s requirements, using 

international methodologies and 

standards.” 

 Overview Risk Analysis 

 Detail Risk Assessment 

 Technical Security Analysis 

 GAP Analysis 

 Business Impact Analysis 

 Digital Forensic Analysis 

 Vulnerability Analysis

 

During planning or managing information security, 

analyses are primarily focused on comprehensive risk 

assessment in all parameters of information security; 

confidentiality, integrity and availability. An appropriate 

risk treatment plan should be established with selection 

of countermeasures for risk reduction to an acceptable 

level.  

 

During operating and maintaining informa-

tion security, the analyses are primarily fo-

cused on functionality and failures of selected 

countermeasures (controls) or investigation of 

security incidents and breaches of the security 

controls in all security areas.  

 

Financing of security projects must be estab-

lished on transparent risk assessment in organ-

ization's context and environment. Analyses 

based on quantitative access will ensure suffi-

cient details for financial decision making about 

the security investments and costs to cover 

identified risks. Part of the analyses is prepara-

tion of security projects plans including the es-

timation of resources. 

 



Information security planning, managing, operating and maintaining … 
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Overview Risk Analysis (CRAMM Express) 

Goals: an instant risk assessment of the most im-

portant threats and vulnerabilities on selected 

sample of data asset, representing the whole In-

formation System. 

Benefits: in very fast and effective way obtaining 

significant information for decision and preparation 

of Detailed Risk Assessment. 

Detailed Risk Assessment (CRAMM Expert) 

Goals: a comprehensive risk analysis and evalua-

tion on detailed assets by breaking down the ana-

lyzed IS scope; selection of countermeasures, re-

view of their current status and recommendations 

for risk elimination.  

Benefits: the first part of the initial PLAN phase of 

every security project which includes implementa-

tion of ISMS (Information Security Management 

System).  

Business Impact Analysis (BIA)  

Goals: to identify potential business impacts in 

case of critical assets unavailability in various time 

frames and disaster conditions as well as to 

recommend effective preventive countermeasures. 

Benefits: specification of Business Continuity Man-

agement (BCM) requirements and selection of the 

optimal Strategies for BCM and Disaster Recovery 

Planning (DRP). 

Vulnerability Analysis 

Goals: to identify and evaluate vulnerability of sys-

tems and applications, security of internal and ex-

ternal equipments or to conduct penetration testing. 

Benefits: the part of the vulnerability management 

process and security supervision; the significant 

information from an internal and external penetra-

tion testing. 

Technical Security Analysis (RAC ISSEC)  

Goals: to identify and evaluate vulnerabilities in 

design, implementation or configuration of ICT 

systems / services and to recommend counter-

measures. 

Benefits: the evaluation of effectiveness of design, 

implementation or operations of ICT systems; the 

specification of risk analysis or penetration testing 

results. 

GAP analysis 

Goals: to identify gaps of the current information 

security status against the selected international 

standards (e.g. ISO/IEC 27001:2005, ISO/IEC 

27002:2005, BASEL II, ) and to recommend re-

quired controls. 

Benefits: the significant information for selection 

and implementation of controls according to the 

given security standard for compliance or certifica-

tion audit. 

Digital Forensic Analysis (RAC CFI) 

Goals: to identify and document causes and history 

of the security incidents, to analyze the course of 

security incidents as well as to document range of 

the impact of incidents for collection of evidence for 

investigation. 

Benefits: digital forensic analysis and investigation 

of security incidents and crime caused by using 

information technology and services. 

 


