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QG Vulnerability Management Module

he QualysGuard®
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VM PC pel was mAL

Globally Deployable,
Scalable Security Risk &
Vulnerability Management
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QG VM Update 6.8 Jan2010

New QI D 70053 nWindows Aut he
forUser-Pr ovi ded Credenti al so

I Windows authentication was performed with user-

provided credentials. The Results section includes a list
of authentication credentials used.

v 1 Windows Authentication Method for User-Provided Credentials
QID: 70053
RESULTS:
User Name Root admin
Domain I rootl.vuln.ga.qualys.com I
Authentication Scheme Kerberos
Security User-based
SMB Signing Disabled
Authentication Record
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QG VM Update 6.10

New Vulnerability Discovery method marks:
Remote only / Authenticated only / Remote and Authenticated

/= yulnerability Information - Windows Internet Explorer

=
OD Risk Analysis e Search

Tools File =

Yiew= Help~

Asset Groups General Information Qb
Report Templates Title:  CentDS Security Update for Poppler (T | Vulnerability Title:
User Accounts Severity Level: AN |4

Vulnerability Type: Discovery Method:

@iscovew Method:

Confirmed Yulnerability
Authenticated Only)

Search Lists

Option Profiles Authentication:  Unix 2%
) MACMMAM: Mo Usar Configuration:
Zcanner Appliance L
Edited: Mo Category:

Host Assets

Authentication Type:

Remote Only SHile

Authanticated Only

Remote and Authenticated
Al

==y

Damain Assets Owner. - Patch Available: ™ ves I Mo

Created: -
\ icati CVEID:
leb Applications Service Modified:  03/34/2010 at 15:02:35 (GMT-0700} |
Remediation Polic) User Modified: - Vendor Reference: |
Authentication Modified By. -

Bugtrag 1D: |
Business Units
Virual Hosts Senice Modified: [ ?_—| ?_I:mm-'dﬂf.-':r'.l':r'- - immiddhyyyy)
KnowledgeBase g h I ol I
garc ase
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QualysGuard VM 6.11 H2-2010

A New Microsoft Patch report with superseded information

Patch Summary
Total patches to apply: 24 Vulnerabilities addressed: 60 Security Risk {avg): ] ] ar

Patch Summary

Patch Number of hosts Vulnerabilities Average security
Addressed risk of
vulnerabilities

MSO9-xxx 12 24 3.5

MSOB-xxx 1 9 2.5

MSO6-xxx E) 4 5.0

MSO6-xxx [ 15 4.0

MaD6-00x 8 ] 2.0 Detailed Results
Total 24 b0 3.9

e > 10.10.10.22 (win2003-srv-o.vuln.qga.qualys.com, WIN203-SRV-0)

Patches to apply: 5 Vulnerabilities addressed: 14

Patch (QID) QIDs superseded Average security
risk of
vulnerabilities
M509-xxx (3234) MSO7-xxx (10345}, | 4.0

MS06-xxx (I87),

MSOB-xxx (9098) - 2.
MS06-xxx (2222) MS05-xxx(2344), 3.
M505-xxx(1239),
MS04-xxx(3434)
MS506-xxx (5432) MS05-xxx{4545), 4.2
MS05-xxx (3333),
MSO4-xxx (434),

M505-xxx (6BGT)
M506-xxx (2525) - 4.0
Total 9 3.9
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QG Policy Compliance Module

he QualysGuard®

| T Security + Compliance Suite
VM PpC pcl wa WAL

Agent-less Solution to Define
Policies, Collect IT Compliance
Data & Manage Exceptions
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QG PC Update 6.8 Jan2010

A Provide human readable mapping of file/registry permissions in
compliance reports

A In the policies

A In the reports
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